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REQUIREMENTS 
 
The following table contains the baseline Server security requirements that shall be implemented: 
 

IT-04 

SERVER SECURITY  
Risk Statement: To ensure the secure operation of server systems and timely access to 
services.  
 
Note: Server systems include information systems that provide application, system, or network 
services to other information systems. Examples include server appliances, servers used for test 
and development purposes. 

 
                         Server Security System Security Level 

ID Standard Description LOW MEDIUM HIGH 

IT04.1 A predefined, secure configuration 
must be used 

Required 
 

IT04.1.1 

Required 
 

IT04.1.1 
IT04.1.2 

Required 
 

IT04.1.1 
IT04.1.2 

IT04.2 
A minimal configuration must be 
used with only essential services 
enabled and configured. 

Required 
 

IT04.2.1 

Required 
 

IT04.2.1 

Required 
 

IT04.2.1 

IT04.3 
Configuration changes must be 
made using a formal change 
control process. 

Required 
 

IT04.3.1 
 

Recommended 
 

IT04.3.2 

Required 
 

IT04.3.1 
 

Recommended 
 

IT04.3.2 

Required 
 

IT04.3.1 
IT04.3.2 

IT04.4 Software flaws must be identified 
and corrected. 

Required 
 

IT04.4.1 
 

Recommended 
 

IT04.4.2 

Required 
 

IT04.4.1 
IT04.4.2 

Required 
 

IT04.4.1 
IT04.4.2 

IT04.5 
Current, vendor-supported 
software and firmware must be 
used.  

Required 
 

IT04.5.1 

Required 
 

IT04.5.1 

Required 
 

IT04.5.1 

IT04.6 System and security events must 
be logged and monitored. 

Required 
 

IT04.6.1 

Required 
 

IT04.6.1 
IT04.6.2 
IT04.6.3 

Required 
 

IT04.6.1 
IT04.6.2 
IT04.6.3 
IT04.6.4 

IT04.7 
System clocks must be 
synchronized with a university-
approved time source. 

Required 
 

IT04.7.1 

Required 
 

IT04.7.1 

Required 
 

IT04.7.1 

IT04.8 Secure remote access must be 
enforced. 

Required 
 

IT04.8.1 

Required 
 

IT04.8.1 

Required 
 

IT04.8.2 
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                         Server Security System Security Level 
ID Standard Description LOW MEDIUM HIGH 

IT04.9 Secure host boundaries/perimeter 
must be enforced (e.g. firewalls). 

Required 
 

IT04.9.1 

Required 
 

IT04.9.1 

Required 
 

IT04.9.1 
IT04.9.2 
IT04.9.3 

IT04.10 Server system vulnerabilities must 
be identified and managed. 

Required 
 

IT04.10.1 
IT04.10.2 

Required 
 

IT04.10.1 
IT04.10.2 
IT04.10.3 

Required 
 

IT04.10.1 
IT04.10.2 
IT04.10.3 
IT04.10.4 

IT04.11 
Server systems must be monitored 
to detect unauthorized access or 
exploit. 

  

Required 
 

IT04.11.1 
 

IT04.12 The effects of denial of service 
attacks must be limited. 

Recommended 
 

IT04.12.1 

Required 
 

IT04.12.1 

Required 
 

IT04.12.1 

IT04.13 
Maintenance must be provided by 
authorized personnel without 
compromising server security or 
disclosing data. 

Required 
 

IT04.13.1 

Required 
 

IT04.13.1 

Required 
 

IT04.13.1 

IT04.14 
Name/address resolution services 
(DNS) must be securely configured 
and managed. 

Required 
 

IT04.14.1 

Required 
 

IT04.14.1 

Required 
 

IT04.14.1 

IT04.15 
Database management services 
must be securely configured and 
managed. 

Required 
 

IT04.15.1 

Required 
 

IT04.15.1 

Required 
 

IT04.15.1 
IT04.15.2 

IT04.16 
A system security plan must be 
used. 
 

  
Required 

 
IT04.16.1 
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IT04 – SERVER SECURITY Detailed Control Requirements 
IT04.1.1 Secure Configuration Low, Med, High CM-2, CM-6 
P1 Ref: NIST SP 800-53, CIS Benchmarks 
 
Organizations must configure server systems using the Center for Internet Security (CIS) Level 1 Benchmarks. 
Additionally, the confidentiality and integrity of security configurations must be protected.  
 
Any exceptions to the CIS Benchmarks (or industry standard used) must be documented.  
 
Secure configuration exceptions must be reviewed and approved by management annually.  
 
Note: If a CIS Benchmark is unavailable for a specific server system, then another industry standard secure 
configuration may be used. Industry standard secure configurations include security configuration checklists, 
lockdown and hardening guides, and security reference guides that are provided by a variety of organizations.  
 
IT04.1.2 Secure Configuration Verification Medium, High CM-2, CM-6 
P1 Ref: NIST SP 800-53 
 
Organizations must verify, at least annually, that server systems are configured securely according to the 
applicable CIS Benchmarks or industry standard.  
 
Note: Verification may be performed manually, using an automated assessment tool, or using a centralized 
configuration management system.  
 
IT04.2.1 Minimal Configuration Low, Med., High CM-7 
P1 Ref: NIST SP 800-53 
 
Organizations must configure server systems to provide only those essential capabilities, services, and 
features that are necessary to support the organization’s business functions. 
 
All example or test files must be removed from a server, including sample content, scripts, and executable 
code, before the system is deployed in production (e.g., sample SQL databases, etc.) 
 
All unneeded services, software, and protocols must be uninstalled or disabled from servers before they are 
put into production (e.g., telnet or FTP). 
 
All servers must be placed in the most restrictive campus firewall group that will allow for the performance of 
the business duties performed using the system in question. 
 
IT04.3.1 Change Management Low, Med., High CM-3 
P1 Ref: NIST SP 800-53 
 
Changes must be managed and controlled. Organizations must:  
 

A. Determine and document the types of changes to the server systems that are change management 
controlled; 

B. Review managed changes to the server systems; approve or disapprove such changes with explicit 
consideration for security impact; 

C. Document managed change decisions associated with the server systems; 
D. Implement only approved managed changes to the server systems; and  
E. Retain records of managed changes and decisions to the server systems for at least 18 months.  
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IT04.3.2 Validated Change High CM-3 
P1 Ref: NIST SP 800-53 
 
Organizations must test approved changes to server systems before implementing them in the production 
environment. 
 

IT04.4.1 Security Patch Management Low, Med., High RA-5 
P1 Ref: NIST SP 800-53 
 
Organizations must ensure that security patches are applied to the software and firmware of server systems. 
Organizations must:  
 

A. Be aware when system vendors announce security flaws or vulnerabilities and their associated security 
patches;   

B. Identify which systems require security patches;   
C. Test security patches, to limit problems potentially caused by a defective patch;   
D. Install security patches on systems that require patches;   
E. Maintain a list of systems and the security patches they have received; and   
F. Document any exceptions to the patch management process, including a list of unpatched systems.   

 
Security patches must be applied within 30 days of announcement by the vendor.  
 
The list of unpatched systems must be reviewed and approved by management annually.  
 
Note: Security patches include software updates, patches, or upgrades that impact the security functions of the 
server system.  
 
IT04.4.2 Centralized Administration of Patch Management Medium, High SI-2 
P1 Ref: NIST SP 800-53 
 
Organizations must implement a server-based management console to control the patch management process 
from a central location. The management console must provide the ability to:  
 

A. Query systems to determine their patch level; 
B. Install security patches on any system; 
C. Generate and review reports of systems and their patch levels on a monthly basis; and  
D. Generate and review reports of unpatched systems on a monthly basis. 

 
Patch Reports must be maintained for two years after creation. 
 
Note: Different management consoles may be necessary to control the patch management process on server 
operating systems from different vendors.  
 
IT04.5.1 Software and Firmware End-of-Support Low, Med., High SA-22 
P1 Ref: NIST SP 800-53 
 
Organizations must:  
 

A. Replace server software and components when security patches and support are no longer available 
from the developer, vendor, or manufacturer.  

B. Replace server hardware and firmware when security vulnerabilities exist that cannot be resolved or 
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mitigated by the developer, vendor, or manufacturer.  
 

If server software is no longer supported by the manufacturer, an exception must be filed with Privacy and 
Information Security, who will perform a security impact assessment to assess risks. 

 
Note: Operating systems that have not had a patch issued in the previous 12 months are considered no longer 
supported by the developer, vendor or manufacturer (e.g., Mac OS) 
 

IT04.6.1 Logging Low, Med., High AU-2, AU-3, AU-6(1) 
P1 Ref: NIST SP 800-53, SANS CAG 
 
Servers must log security events to a remote system, including:  
 

A. Successful and failed logon attempts;   
B. Account creation, modification, or deletion;   
C. Group creation, modification, deletion;   
D. Malware/virus detection or anti-virus program operational state change;   
E. Logging being turned off or critical logs being cleared/deleted (application, security, system);   
F. Modifications of privileges and access controls;   
G. Successful privileged access;   
H. Starting or stopping of services;   
I. System startup and shutdown;   
J. Host-based firewall operational state change;   
K. Password reset activity;  
L. Account lockout activity;   
M. Network interface modification; and   
N. System date/time modification.   

 
IT04.6.2 Centralized Logging Administration Med., High AU-2, AU-3, AU-6(1), AU-7 
P1 Ref: NIST SP 800-53, 800-92 
 
Organizations must employ a centralized and automated logging system with audit reduction capabilities that 
integrates security logs for on-demand review, analysis, and reporting processes that do not alter the original 
content of audit records or time sequence of the events.  
 
Organization must configure centralized logging systems to alert responsible staff in the event of an audit 
processing failure. 
 
Organization must define and allocate proper audit records storage capacity and alert responsible staff when 
log capacity nears or reaches the defined audit log storage threshold.  
 
IT04.6.3 Log Review Med., High AU-6 
P1 Ref: NIST SP 800-53, 800-92 
 
Organizations must review log data weekly and/or employ automated analysis and notification of 
abnormal/suspicious events, alerts, and those not common to baseline normal behavior to responsible staff on 
a continual basis, invoking incident response procedures to respond to potential security incidents.  
 
Note: For systems handling cardholder data, PCI/DSS requires audit logs be reviewed daily. 
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IT04.6.4 Advanced Logging & Alerting High AU-6 
P1 Ref: NIST SP 800-53, SANS CAG 
 
Servers must log additional security events, including:  
 

A. Inbound connections arriving at the host-based firewall 
B. Failed privileged access; and 
C. Database schema changes 

 

IT04.7.1 Time Synchronization Low, Med., High AU-8 
P1 Ref: NIST SP 800-53 
 
Organizations must:  
 

A. Synchronize internal device server clocks with an approved university time source utilizing Network 
Time Protocol (NTP); and  

B. Device permitting, specify at least two alternate approved university time sources utilizing NTP.  
 

(For example, ntp.Illinois.edu is the locally administered NTP server for Urbana Campus) 
 
IT04.8.1 Secure Remote Access Low, Med. AC-17 
P1 Ref: NIST SP 800-53 
 
Organizations must enforce secure, remote, non-public access to server systems from untrusted networks to 
prevent unauthorized disclosure or modification of data. Secure remote access must:  
 

A. Require an encrypted virtual private network (VPN), implemented in hardware (ISO OSI level 1), by 
network protocol (ISO OSI level 2-4), or by application (ISO OSI level 7);   
 
Note: Cryptography requirements are defined in DAT1.5.1 University-Approved Cryptosystems. 
  

B. Require standard authentication to remotely access a user account;   
C. Require strong (two factor) authentication to remotely access a privileged administrative account; and   
D. Provide access controls to limit the use of remote access to those with an approved business need 

based upon their current job role or function.   
 
Note: Untrusted networks cannot guarantee the confidentiality or integrity of the data being transmitted (e.g., 
the Internet or any wireless network).  
 
IT04.8.2 Advanced Secure Remote Access High AC-17 
P1 Ref: NIST SP 800-53 
 
Organizations must enforce advanced secure, remote, non-public access to server systems with High Risk 
data from untrusted networks to prevent unauthorized disclosure or modification of data. Advanced secure 
remote access must:  
 

A. Require an encrypted virtual private network (VPN), implemented in hardware (ISO OSI level 1), by 
network protocol (ISO OSI level 2-4), or by application (ISO OSI level 7);   

 
Note: Cryptography requirements are defined in DAT1.5.1 University-approved Cryptosystems. 
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B. Require strong (two factor) authentication to remotely access any account; and   
C. Provide access controls to limit the use of remote access to those with an approved business need 

based upon their current job role or function.   
 
Organizations must restrict information about how to remotely access systems to those who have a business 
need for remote access.  
 
Remote access to server systems by third parties must be disabled by default and only enabled for the specific 
time period(s) that access is required.  
 
Note: Untrusted networks cannot guarantee the confidentiality or integrity of the data being transmitted, 
including the Internet and any wireless network.  
 
IT04.9.1 Ingress-Filtering Host-Based Firewall Low, Med., High SC-7 
P1 Ref: NIST SP 800-53 
 
Organizations must:  
 

A. Employ a host-based firewall that restricts and monitors inbound communications to the server, when 
technically possible.  

B. Configure the host-based firewall to deny inbound network communications traffic by default and allows 
network communications traffic by business justification.  

 
 

IT04.9.2 Egress-Filtering Host-Based Firewall High SC-7 
P1 Ref: NIST SP 800-53 
 
Organizations must:  
 

A. Employ a host-based firewall that restricts and monitors outbound communications from the server; and  
B. Configure the host-based firewall to deny outbound network communications traffic by default and 

allows network communications traffic by business justification.  
 
 

IT04.9.3 Firewall Rule Review High SC-7 
P1 Ref: NIST SP 800-53 
 
A host-based firewall rule review must be conducted and documented at a minimum annually or upon a 
significant server upgrade or configuration change that has security implications. Non-business justified rules 
not explicitly approved by management must be removed. Results of firewall review must be documented 
(including date/time, participants, and changes) and approved by management.  
 
IT04.10.1 Vulnerability Scanning Low, Med., High RA-5 
P1 Ref: NIST SP 800-53, 800-40, 800-70, 800-115 
 

Organizations must:  
 

A. Employ a university-approved vulnerability scanning tool and conduct internal and external scans of 
servers for software and configuration vulnerabilities monthly;   

B. Use vulnerability scanning tools capable of:  
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1. enumerating software flaws and improper configurations across multiple vendor software 
platforms; and   
2. measuring vulnerability impact via the Common Vulnerability Scoring System (CVSS).   

 
C. Share information obtained from the vulnerability scanning process with management and Privacy and 

Information Security;  
D. Update scanner vulnerabilities database weekly; and   
E. Update to latest scanner software version within 90 days of vendor release. 
F. New servers will have a clean vulnerability scan prior to being placed into production for the first time.  

 
Note: A ‘Clean’ scan is one in which all vulnerabilities with a CVSS value of 4.0 or more have been remediated. 
 
IT04.10.2 Vulnerability Remediation Low, Med., High RA-5 
P1 Ref: NIST SP 800-53, 800-40, 800-70, 800-115 
 

Organizations must:  
 

A. Remediate legitimate (e.g., non-false positive) vulnerabilities with a CVSS value of 7.0 or more within 
30 days of detection or register an exception for the vulnerability according to the Campus IT Exception 
Process; and  

B. Re-execute scan(s) to verify remediation is successful.  
 

IT04.10.3 Advanced Vulnerability Scanning Med., High RA-5 
P1 Ref: NIST SP 800-53, 800-40, 800-70, 800-115 
 
Organizations must conduct credentialed vulnerability scans of servers for software and configuration 
vulnerabilities monthly.  
 
Note: Credentialed vulnerability scans must be performed using a university-approved vulnerability scanning 
tool or service.  
 
IT04.10.4 Advanced Vulnerability Remediation High RA-5 
P1 Ref: NIST SP 800-53, 800-40, 800-70, 800-115 
 
Organizations must:  
 

A. Remediate legitimate (e.g., non-false positive) vulnerabilities with a CVSS value greater than 4.0 and 
less than 7.0 within 90 days of detection or register an exception for the vulnerability according to the 
Campus IT Exception Process; and  

B. Re-execute scan(s) to verify remediation is successful. 
 
IT04.11.1 Monitor Server Modifications & Integrity High SI-4, SI-7 
P1 Ref: NIST SP 800-53 
 
Organizations must employ at least one of the following to monitor unauthorized server modifications and the 
integrity of critical system files or applications on the server:  
 

A. File Integrity Monitor (FIM) software to detect unauthorized changes to:  
 
1. critical OS, web, database and application files;  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2. system logs;   
3. system configuration and parameter files; and   
4. files containing High Risk data or data deemed critical to organizational operations.  

 
B. Host-based intrusion detection or prevention software (HIPS/HIDS) to detect unauthorized changes to 

the state of server components, files and applications.   
 
IT04.12.1 Denial of Service Protection Med., High SC-5 
P1 Ref: NIST SP 800-53 
 
Server systems must monitor or limit the effects of the following types of denial of service attacks:  
 

A. System level connection/request flooding; 
B. Resource exhaustion (CPU, disk, memory); and  
C. Account lockout by employing techniques including:  

 
1. resource, connection and account monitoring; and   
2. procedures to block offending IP addresses, limit or meter transaction flow, limiting user 

connections, metered account lockout, communication to end users and other procedures as 
indicated in an incident response plan or by management, when applicable.   

 

IT04.13.1 Secure Maintenance Low, Med., High MA-2, MA-4(6), MA-5, MA-6 
P1 Ref: NIST SP 800-53 
 
Organizations must:  
 

A. Ensure that vendor and third-party staff performing maintenance, repair or support on servers either 
onsite or remotely have been authorized by the organization’s IT staff or management; 

B. Require that management approve the removal of a server from University facilities for off-site 
maintenance or repairs;   

C. Sanitizes equipment to remove data from the server prior to removal from university buildings or 
workspaces for off-site maintenance or repairs; and   

D. Document off-site removal of servers; including server name, date/time, approval, destination and 
reason for maintenance in the maintenance records.   

 
Note: Requirements for disposing of server systems with storage capabilities are defined in IT15.3.1 Storage 
Media Disposal.  
 
IT04.14.1 Secure Name & Address Resolution Low, Med., High SC-20 
P1 Ref: NIST SP 800-53, 800-81, IETF, ICANN RFC 2845 
 
Campus organizations will not implement DNS servers without prior authorization from the Office of the CIO.  
 
For authorized DNS servers, organizations must:  
 

A. Define and document the specific function of the DNS server, what networks will be able to query each 
server and how updates will be performed;  

B. Implement logical separation of external and internal DNS servers and/or services; and  
C. Restrict zone transfers to only those servers approved and with a business justified need.  
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IT04.15.1 Database Management Security Low, Med., High AC-23 
P1 Ref: NIST SP 800-53 
 
Organizations must configure database management systems securely. Organizations must:  
 

A. Install and implement only the database components and services required;   
B. Change passwords for all default database accounts;   
C. Ensure the service account that the database server runs under does not allow direct (interactive) login 

to the operating system;   
D. Assign only required privileges to database accounts;   
E. Create/require unique limited direct access to the database; e.g., individual accounts, IP restrictions for 

all users that require direct database access;   
F. Ensure applications only have necessary rights and access to the data they need;   
G. Create and require unique database accounts for applications requiring database access; 
H. Restrict use of database administrator accounts to only administrative activities; and  
I. remove all unnecessary privileges from the “PUBLIC” database roles and functions.  

 
Note: Does not apply to vendor-hardened database systems.  

 
Note: Password requirements are defined in IT05.3.1 Password Management. 

 
IT04.15.2 Advanced Database Security High AC-23 
P1 Ref: NIST SP 800-53 
 
Organizations must configure database management systems that access, process, store, or transmit 
Sensitive and High Risk data securely.  
 
Organizations must:  
 

A. Ensure that database servers are on a dedicated server, not hosted on the associated web or 
application servers;   

B. Install and run database servers and related services with separate accounts, each having the least 
amount of privilege needed for the specified function;   

C. Separate development and production databases; separate testing/QA databases when implemented 
in the environment;   

D. High Risk data must only be contained in production database and the least possible number of test/QA 
databases as required for live testing;   

E. Only permit database administrators to have the ability to directly modify the database through 
command access (non-programmatic);   

F. Direct access from untrusted networks must be done through a VPN or similar encrypted remote 
access strategy and from only university- owned devices;   

G. Review database roles, role privileges and user role assignments on an annual basis and verify 
privileges are granted according to the user’s assigned roles;   

H. Remove sample databases and accounts from production databases;   
I. Configure database account lock after 7 failed database connections for 15 minutes; and   
J. Turn on database auditing, at a minimum, for:  

 
1. the creation, alteration or deletion of database accounts, storage structures, objects, and tables;   
2. enabling, disabling and any changes to audit functionality;  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3. granting and revoking of access rights; and   
4. connection failures.   

 

IT04.16.1 System Security Plan (SSP) High PL-2 
P1 Ref: NIST SP 800-53, 800-18 
 
Organizations must develop and annually maintain a system security plan for the servers that access, process, 
store, and transmit High Risk data. The SSP will be kept on file with Privacy and Information Security and 
management. The system security plan must:  
 

A. Provide a general description, purpose and primary function of the server for the organization;   
B. Document the primary and backup server owners, responsible security individual(s) and their contact 

information;  
C. List the primary business applications, the responsible owners and their contact information; 
D. Explicitly define the boundaries for the server and the supporting infrastructure (system environment);   
E. Define and diagram the relationships and connections to other information systems, the data 

exchanged and any third-party agreements in place;   
F. Reference any applicable laws or regulations governing the protection of the data or system; 
G. Identify any High Risk data stored or transmitted by the server, its location, and data flow; 
H. Provide an overview of the security controls in place and those planned to protect the server; and   
I. Protect the security plan from unauthorized disclosure and modification.   

 
 


